
Risk Mitigation
MONEY SERVICE BUSINESSES

Risk 
Mitigation

New Account
•Obtain basic identifying information 
using normal CIP process
•Review

•Products & Services Offered
• Locations & Markets Served
• Anticipated Account Activity
• Purpose of the Account

• Confirm 
•FinCEN registration
•State licensing
• Agent status

Insure Bank effectively 
identifies and monitors 

MSBs

Determine adequacy of 
Bank’s systems for 

monitoring and reporting 
suspicious activities

Determine extent of 
relationships and, if 
significant, perform 
a risk assessment

Review and evaluate 
BPNA  policies, 
procedures and 

processes

Evaluate adequacy of 
the MSB activity and 

risks they represent to 
Bank   

Adequacy of controls to 
protect the Bank

Identify MSBs 
relationships

Assess potential risks 
posed by MSB 
relationships

Conduct adequate and ongoing 
due diligence

Conduct Risk Assessment to determine 
level of risk associated with each 
account and whether further due 
diligence is required.

Ensure MSB relationships are 
considered in suspicious activity 

monitoring and reporting systems

Conduct Transaction Testing
• Review account opening documentation 

and ongoing due diligence information.
• Review account statements and, as 

necessary, specific transaction details.  
Compare expected transactions with actual 
activity.

• Determine whether actual activity is 
consistent with the nature of the customer’s 
business and identify any unusual or 
suspicious activity.

Significant

NO

END

YES
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Assess 
potential risks 
posed by MSB 
Relationships

Review and evaluate  
BPNA policies, 
procedures and 

processes

Policies

YES

• Popular, Inc. Enterprise-
Wide Anti-Money 
Laundering & Counter 
Terrorist Financing 
Policy

• BSA/AML Compliance 
Guidance for MSB 
Accounts

Procedures 
and 

Processes

YES

MS Division Procedures
• MSB - Internal Operation 

and Monitoring Processes
• Wire Transfers –

Suspicious Activity Internal 
Monitoring Procedures

Adequacy

YES

END

NO Review, 
revise and 
implement 
enhanced 
policies

BSA/AML/OFAC Dept Procedures
• R & A
• SAR Investigations
• ASSIST Reports
• EDD
• Wire Room
• OFAC
• Record Retention
• MIS Reporting
• 314(a) & 314(b)
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Conduct 
Adequate and 
On-going Due 

Diligence

New Accounts

YES

NO

FinCEN Registration
State Licensing

Agent Status

Conduct Risk Assessment -
determine risk associated 
with each account:
• Products/Services Offered
• Locations/Markets Served
• Anticipated Account Activity
• Account Purpose

Further due 
diligence 
required

END

Perform 
Enhanced Due 

Diligence

MS Division
• New Account Opening 

Procedure

Conduct Transaction Testing
• Review account opening documentation 

and ongoing due diligence information.
• Review account statements and, as 

necessary, specific transaction details.  
Compare expected transactions with actual 
activity.

• Determine whether actual activity is 
consistent with the nature of the customer’s 
business and identify any unusual or 
suspicious activity.

• Review the MSBs anti-money laundering program.
• Review results of MSBs independent testing of its program. (if available)
• Conduct onsite visits.
• Review list of agents
• Review written procedures.
• Review written agent management and termination practices.
• Review written employee screening practices.
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